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PERMISSIONLESS

No control 
over  who 
can update 
the ledger

Unknown 
number of 
users who 
can update

Users can join 
and leave

at any time
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STATE MACHINE REPLICATION
Lamport, 1972

Coordinate replicas of a 
deterministic service 

to produce the abstraction of 
a single, correct node



STATE MACHINE REPLICATION
Lamport, 1972

 Ingredients: a service 
1.Implement service as a 
deterministic state machine 
2. Replicate 
3. Build a total order of 
client requests, and execute 
them in that order 
4. Vote on replica outputs 

Safety:   The ledger of correct 
replicas hold the same 
immutable sequence of 
commands

Liveness:   Commands from 
correct clients eventually 
appear in the ledger of all 
correct replicas

+BFT:   S&L hold if fewer than 
1/3 of replicas are Byzantine



THERE’S THE RUB…

 Ingredients: a service 
1.Implement service as a 
deterministic state machine 
2. Replicate 
3. Build a total order of client 
requests, and execute them in 
that order 
4. Vote on replica outputs 

When it’s about fault tolerance, 
order does not matter

When it’s about financial transactions, 
order matters!
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FRONTRUNNING

Client

Issues an order 
to buy a million shares

of ACME Co.
Broker

Places order for same 
stock on his account

Then places 
client’s order

Broker sells for a huge profit, 
possibly at client’s expense

Exchange



HIGH FREQUENCY TRADING
✴ Bots,  algorithms, specialized 

hardware and fiber optic cables
✴ Front running through latency 

arbitrage

‣ brokers (for a fee) let HFT 
firms see big upcoming orders

‣ exchanges (for a fee) make it 
possible for HFT to frontrun 
these order

“The market is rigged”
Michel Lewis



“Blockchains can 
help build integrity 

into all our 
institutions and 
create a more 

secure and 
trustworthy world”
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WHAT CAN POSSIBLY 
GO WRONG?
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Alice

WHAT CAN POSSIBLY 
GO WRONG?

Bob



DECENTRALIZED 
EXCHANGES

✴ Exchange operator holds an 
order book, but not the assets

✴ Assets held in custody in a 
smart contract
‣ can’t be stolen or lost by 

exchange operator

✴ Accessible to anyone

✴ Transparent



RobertoAlice Bob

FAIR EXCHANGE



RobertoAlice Bob

OOPS…



Bots routinely 
“bribe” miners on 

the Ethereum 
blockchain to 

frontrun other users 

and viciously compete 
with one another for 
the privilege to do so!

THE RISE OF 
ARBITRAGE BOTS 



WHAT ABOUT 
PERMISSIONED BLOCKCHAINS?

✴Most protocols are 
leader-based

✴ Leader has full control 
over the ledger’s order

✴Bad if the leader has an 
agenda…



ROTATING LEADERS

✴Yet…

✴Each leader still has full 
control over the order of 
commands in its batch

✴Mistakes mechanism for 
policy



THE CRUX

The spec has no way to 
express, never mind enforce, 

“good” orders



ORDERING PREFERENCES

✴ Pair each command    with an ordering indicator

‣ sequence number;  timestamp;  dependency graph…

✴ For any pair of proposals              and 
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PROFILES AND TRACES

✴ Profile:   is the set of proposals of node 

‣ : set of profiles of correct nodes 

✴ Trace: the result of a single run of a consensus 
protocol augmented by ordering preferences 
‣ same  may yield different traces, different ledgers

• influenced by Byzantine nodes and network

𝒫i i

𝒫C c ∈ C

𝒫C
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NO CAPRICIOUSNESS 

✴ Commands by correct nodes can’t be ignored

✴ Ordering preferences matter

‣   and  s.t. for all ,  in both  and ∃ 𝒫α 𝒫β c1 c2 𝒫α 𝒫β
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BYZANTINE POLITICS

No Capriciousness
implies

Byzantine Democracy
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 profiles∀ a profile∃



Are there profiles insensitive 
to Byzantine influence?

Can we design protocols that 
enforce ordering guarantees 

that specify such profiles?

How would these 
guarantees look like?



If all correct nodes 
order  before  c1 c2

ORDERING 
UNANIMITY

then

 in the ledger 
of all correct nodes
c1 ≺ c2



Condorcet
𝒫1 = {⟨1, c1⟩, ⟨2, c2⟩, ⟨3, c3⟩, ⟨4, c4⟩}
𝒫2 = {⟨1, c2⟩, ⟨2, c3⟩, ⟨3, c4⟩, ⟨4, c1⟩}
𝒫3 = {⟨1, c3⟩, ⟨2, c4⟩, ⟨3, c1⟩, ⟨4, c2⟩}
𝒫4 = {⟨1, c4⟩, ⟨2, c1⟩, ⟨3, c2⟩, ⟨4, c3⟩}

ORDERING 
UNANIMITY?

Cycle
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𝒫3 = {⟨1, c3⟩, ⟨2, c4⟩, ⟨3, c1⟩, ⟨4, c2⟩}
𝒫4 = {⟨1, c4⟩, ⟨2, c1⟩, ⟨3, c2⟩, ⟨4, c3⟩}

Condorcet Cycle

ORDERING 
UNANIMITY?
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ORDERING 
UNANIMITY?



LINEARIZABILITY

A correctness condition 
for concurrent objects

Assign each 
method a 

invocation time i 
and an 

response time r

Object behaves 
as if operation 

happened in an instant 
(the linearization point) 

in the interval [i, r]

Herlihy & Wing, 1987



LINEARIZABLE REGISTERS

Time
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✴ Express ordering preferences as timestamps
‣ no circularity

ORDERING LINEARIZABILITY

cmd1

Timestamp

Timestamp range



✴ Express ordering preferences as timestamps
‣ no circularity

ORDERING LINEARIZABILITY

cmd1

Timestamp range

cmd2

Timestamp 
range

Order commands according to their “linearization” point



POMPĒ
ORDER LINEARIZABLE SMR



A NEW ARCHITECTURE 
FOR BYZANTINE SMR

State
Machine

Replication
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A NEW ARCHITECTURE 
FOR BYZANTINE SMR

Order ConsensusConsensus

Ordering phase decides 
the ordering of commands

Prevents Byzantine nodes 
from controlling ordering

Consensus phase periodically 
freezes a prefix of the ledger

Can preserve benefits of 
leader-based consensus



A BYZANTINE-TOLERANT 
TIMESTAMP

cmd1 timestamps 
by correct nodes

cmd2 timestamps 
by correct nodes



A BYZANTINE-TOLERANT 
TIMESTAMP

cmd1 timestamps 
by any nodes

cmd2 timestamps 
by any nodes

But if f out of 3f+1 are Byzantine, then… 



A BYZANTINE-TOLERANT 
TIMESTAMP

…the median of any 2f+1 timestamps 
falls within correct interval!



LOCKING 
THE MEDIAN TIMESTAMP

Proposer

Nodes

Collect signed timestamps 
from any 2f+1 nodes

Write median timestamp
(with signed evidence for it) 

to any 2f+1 nodes

Command and its order 
locked in the ledger



CONSENSUS IN POMPĒ

M aps each consensus slot to a time interval

W
aits until commands issued in current time 
interval are locked

C ollects commands in current time interval 
and their timestamps

U ses any SMR protocol to add these 
commands to the ledger in timestamp order



HOW WELL DOES IT WORK?

How does Pompē’s 
performance compare with 

state of the art BFT?

How does separating 
ordering from consensus 

impact performance?

Baselines
Concord (VMware) — SBFT consensus

Libra (Facebook) — Hotstuff consensus



BATCHING 
TURBOCHARGES CONSENSUS

Amortizes the cost of 
consensus across all 

commands in the batch

Essential for 
achieving high 
throughput

at the cost of 
higher latency



BATCHING IN POMPĒ

Batching in 
Pompē is safe

No tradeoff 
between batch 

size and 
Byzantine control

More batching 
opportunities!

Amortize cost of 
ordering across 
commands from 

same node

Consensus phase 
yields lower 

throughput for a 
given latency 
Nodes must 
produce & 

validate signed 
timestamps during 

ordering
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CONCLUSIONS
State

Machine
Replication

ConsenConsensus

cmd1

Linearization point

cmd2

Linearization 
point

Order
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